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A. INTRODUCTION

»Young people, parents, carers and teachers
must be informed of the potential risks that
youngsters may encounter online. Fighting
illegal and harmful content and conduct online
should be a priority. These have been the
objectives of the EU's successive Safer Internet
Programmes since the first one was created in
1999’ .«

The Safer Internet Programme, set up for
the period 2009-2013 with a € 55 million
budget, co-funds projects to:

. ensure awareness of children, parents and
teachers on how to stay safe online;

« provide citizens with national contact points to
report illegal and harmful content and conduct,
especially on child sexual abuse material and
grooming;

. foster self-regulatory initiatives in the field;

« stimulate children to become involved in creating
a safer online environment;

. establish a knowledge base on the use of new
technologies and related risks by bringing
together researchers engaged in online child
safety at European level.

The main goal of Safer Internet Centre Slovenia is to
act as a central point for safer Internet issues in
Slovenia. The awareness centre SAFE-SI, the hotline
Spletno oko and the helpline Nasvet za Net
continues to enable Slovenian Internet users to
report illegal contents, acquire knowledge about
the safer use of the Internet and other
communication technologies and help children and
adolescents when encountering any kinds of
trouble online through a carefully developed and
implemented work plan.
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The activities of the consortium, originating in 2005
and led by the University of Ljubljana, Faculty of
Social Sciences (UL) in co-operation with the
Academic and Research Network of Slovenia
(ARNES) and the Slovenian Consumers’ Association
(ZPS), are widely accepted and appreciated.

B. THE CONSORTIUM

Wi The Faculty of Social Sciences is one

Faculty

of Social Sciences

of the largest members of the
University of Ljubljana. It has over
5.100 students in 30 undergraduate

. and graduate study programmes. The
Faculty is heavily involved in international
international  projects. An
important component of its reputation relates to
the Research on the Internet in Slovenia project
(‘RIS’), which has been running since 1996. This is a

publications and

non-profit project which regularly distributes
research  results on information society
developments (www.ris.org) and is considered to be

central for information society issues in Slovenia.
The Faculty thus contributes to the project’s rich
knowledge on a variety of ICT-related topics,
including digital content information and research
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on Internet usage, as well as experience with
research on cyber security and online privacy.

ARNES
Research

(Academic and
Al'll€ES
Slovenia) was established as an independent public
institution in 1992. It is a public institute which
provides network services for research, educational

Network of

and cultural organisations and enables them to
connect and co-operate with each other and with
related organisations abroad. The main tasks of
ARNES are the development, operation and
management of the communication network for
education and research in Slovenia. As a national
research and education network (‘NREN’), ARNES
operates the national backbone for R&E and
provides all standard and a variety of premium
network services to universities, secondary and
primary schools, private research institutions,
libraries and cultural institutions. The ARNES
network links over 1.000 Slovenian organisations

and makes ARNES' services available to nearly

200.000 people.

The Slovenian Consumers’
Association is an independent and
autonomous  non-governmental  organisation
established in 1990. It is dedicated to protecting
and representing consumer interests, as well as
providing impartial advice and education to
consumers. The Slovenian Consumers’ Association
actively strives to improve the quality and safety of
products and services, in co-operation with non-
governmental and expert organisations in Slovenia,
the EU and globally.
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C. THE USE OF ICTIN SLOVENIA

1. IN GENERAL

In general, according to ICT indicators Slovenia is
positioned around the average in Europe. The latest
data from the Statistical Office for 20102 reveal that
68% of households have Internet access, and 62%
have broadband access. Most regular users are
among young people: 97% of persons aged 16 to 24
years and 96% of persons aged 10 to 15 years
regularly use the Internet.

Also 94% of children 10-15 years old use a mobile
phone and an amazing 99% of young people aged
16-25.

The Slovenian Statistical Office data also show that
in 2010 24% of people aged 10 to 74 used mobile
devices to access the Internet, and they are most
often used by people aged 16 to 24 (54%).

2. AMONG YOUNGSTERS

Children’s use of the Internet in Slovenia is
particularly high. The EU Kids Online survey® show
that 95% (EU: 93%) of the total 154.063 children
aged 9-16 in Slovenia use the Internet, 73% (EU:
60%) of them every day or almost every day. While
the average age of children across Europe upon
their first use of the Internet is 9 years, in Slovenia it
is 8. Slovenian children spend 99 minutes (EU: 88
min) per day online and 74% (EU: 59%) of them have
profiles on SNS, including up to 47% (EU: 26%) of 9-
10 year olds and 67% (EU: 49%) of 11-12 year olds.

The EU Kids online survey findings that almost 57%
(EU: 49%) of Slovenian children have Internet access
in their own bedroom is quite worrying. Parent
mediation is also quite low. Only 27% (EU: 50%) of
children in Slovenia say their parents monitor their
Internet use. When parents were asked the same
question, 42% (EU: 64%) said they monitor their
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children's use of the Internet. Only 17% (EU: 33%) of
parents in Slovenia use filtering software, 9% use
monitoring software and 9% use computer time
restriction software. The RIS research report Safe
Internet Use 2010* confirmed very different
perspectives between children and parents
regarding house Internet safety rules: while a big
majority (83%) of parents claimed the existence of
such rules at home, only 45% of children confirmed

this.

The EU Kids Online survey shows that one-quarter
(EU: 14%) of Slovenian children have seen sex-
related images on the Internet in the last year.
Moreover, 18% of Slovenian children have been
bothered by something online and 44% of them
claim that there are things online that bother
children of their age. Yet only 10% of parents report
that their child has been bothered online. This
shows that Slovenian parents are not fully aware of
what is going on with their children online.

The Mladi na netu survey® shows that cyberbullying
and sexual comments were received by a quarter of
Slovenian children and a quarter of those have
responded to cyberbullying with equally hurtful
messages. 24% (EU: 28%) of children have a public
profile in SNS, 16% (EU: 14%) of children have
published their home address or phone number on
the profile, 21% (EU: 16%) show an incorrect age in
their profile. The Mladi na netu figures reveal that
43% of young boys have sent photos of themselves
naked over a mobile phone to others. All of these
figures demonstrate that children in Slovenia still do
not behave responsibly and safely online.

The EU Kids Online research for Slovenia shows that
42% (EU: 22%) of Slovenian children aged 9 to 16 go
online via an ordinary mobile phone.
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D. SAFE S|

1. WHO ARE WE?

SAFE-SI has been a national Awareness Node/Centre
since 2005. Over the last six years the Centre has
become a central national reference point regarding
internet safety issues. In 2009, awareness-raising
activities were improved by adding a helpline
component to provide counselling (via telephone
and email) for children and adolescents who have
come across various issues on the internet.

a. MISSION AND ROLE

The mission of the national awareness-raising
campaign is to inform users about how they can
protect themselves and their children from dangers
posed by use of new interactive technologies such
as the Internet and mobile phones.

b. GOALS

The project is oriented towards informing the
following target groups: teachers, parents, children
and teenagers as regards the benefits and hazards
of ICT use through a carefully designed awareness-
raising campaign and to raise awareness of safer,
responsible and ethical use of the Internet and
other communication technologies.

In close co-operation with national stakeholders we
develop information material, organise events, such
as Safer Internet Day, organise educational sessions
such as workshops for parents, children and
teachers, maintain a fully informative web page at
http://www.safe.si and work closely with all

Slovenian projects in the area of safer Internet
usage.




. Ay
R speTn@) KO

@ o

Deskaj varno

© © 6 O 0 O

2. AWARENESS RAISING ACTIVITIES

List of Awareness tools

Online and offline promotion
Awareness-raising campaigns

Trainings for target groups %
Youth panels

SAFE-SI in media
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a. LIST OF AWARENESS TOOLS
SAFE-SI web page — http.//www.safe.si

The web page provides specific and detailed
information and tips as regards safer use of the
Internet and mobile phones for selected target
groups: parents, teachers, children and teenagers.
Through our web page visitors can also access the
Slovenian Hotline Spletno oko and the Helpline
Nasvet za net.

SAFE-SI website is becoming a key reference point,
broadly used by the target groups to find
information and advice on internet safety and is also
positioned very high (first places) in search
engines on relevant key words.

On our website target groups can access a big pool
of user-tailored information, advice, tips (90 items),
explanations, instructions, news (approx. 25 per
month), tests (5), quizzes (3), resources (47), tutorials
(13), videos (78), games and fun activities (14), etc.

WWW

50 fa.si

Center za wvarnejsi internet SAFE-SI vam nudi informacije in nasvete, o
kako varno in odgovorno uporabljati internet in ostale nove tehnologije. Na =~ }aroct

¢ - nasi spletni strani lahke najdete odgovore/ na wasa vprasanja, si
I 0 ogledate videe, preverite novice in aktualne dogodke, si natisnete ali
@ w narocite gradiva, odigrate izobraZevalne igre, reSite kvize in teste, se

naroéite na e-novicke. Vse to in §e veé za vse otroke, najstnike, starSe in
' ' l ' ‘ ' y v uéitelje, ki Zelijo varno in brezskrbno deskati po spletu.

Nasvet

igrajlagm-

SPLETN @)KO
ONIMRA
%:un\!h

GONORA L
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SAFE-SI na Facebooku
/" *‘1;
"‘f ¢ | f,o

iLADE

SPREM SPLETN] K RYUARI]

Najdete nas tudi na:
A w
¢t €F @)

Projekt podpirajo in sofinancirajo

SAFE-SI homepage (http://www.safe.si)
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Promotional and educational products

Project members were very active in designing
useful and attractive educational and promotional
materials for youngsters as well as parents and
teachers.

Offline resources

> Resources for younqg people

© T

Activity book

“Play and learn:
Being Online”
(adaptation and
synchronisation of the
INSAFE resource)

SAFE-SI mouse pads

Z TE SVoJ
RACUNALNIK V 3 KORAKIH

0 naracunalnik namestite antivirusni program,
ki garedno posodabljate

pozarnit

0 posodabljate svoj operacijski sistem

. . erievainia doctte
«m@mhmumm"&aw

e o ek

na vollo www.safe.sit

How to protect your
computer in 3 steps

‘ sata:sl

Think before you post
yourself online

How to create safe
online passwords

DRUZINSHA PRAVILA ZA
UPGRABQ INTERNETA

Zavedamo se, da ni vse res, kar vidim:
beremo na internetu. oo

innikakor ne v otroko sobo!
Poskrbeli smo za ustrezno zaseito ratunalnika

Srecanje

neta, je lahko tvegano dejanje.
teljimorda niso tisto, za kar se
‘Spostujemo lastn
ferneta. Nezakon

pofarnega zidu.
da na intemetu osebnih podatioy
P e laims - uporablimo prineme

za dostop do elektronske po- = " o
‘fm: e ietnh skupnost skrivnost, kije Stardi vedo, ka nihovi otroci delajo na interne-

ter jim zaupajo, Ze jm je zaradi cesarkoli na in-
ternetu neprijetno.

drusinskem krogu za vse veliajo drufinska

e e infornetal Med njmijo tud -

Souna omeitev uporabe raunainika oz. inter-
ota.

Family rules for safe
Internet use
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» Resources for parents

.
Pomot starSem v vrtincu
o
novih tehnology
Stardem nudimo pomot privzgoji
otrok o varni rabl interneta in
5 mobilnih telefonov

Leaflets with
basic tips for
parents how
to protect
their children
online

nezakonita.
- P
ratunalnikimi igrami, razmislite o posvetovanju s

pihiatrom). Ve informacijin testizasvojenostina
si.

<] Lo}
Insite == mgmER

I

i
e

> Resources for schools

SAFE-SI educational materials are broadly used at
various seminars and trainings performed by
national educational institutions, especially within
E-education project. The Centre aims to reach
increased usage of our materials by teachers in the
classroom.

10 ZL3TH PRAVIL 73
VARNO URORARO SPLETY s

@ MNispletu re tzdy) swgh sebrh poditkov it podbkor sigh stade.
@ Ne dyaly svojn zasebn focograf, i fokografy sih pripielier. ,
& O Gesly o kot Ne zupyj jhnti vigbolsema prgeelie. -,
@® Spoitu spkiroetio Fprv lepeq vegen r spleti)t o
s Nadkequane i Al gpor preko reta 3 mabiika 3 redopustnal ° =
® Ne ety e 2w s peta.  —~Q
® Jtrien povej, e te kdoradkaue 3 te Mt M neprimemmo vsebio mosFlsLu‘
@ @ 7 uporo ntemeta re pretiaa! O

@ 7 wemets re preps, vedomed .

@ Nivse res kypise mintemetul Chezro prevert i duge vire,

® 7y dodiore wlormecle, nw:rﬁ,o'gm n 7o vetkrat dbid wu RS e

Poster for classrooms with TOP 10 internet safety tips
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> Resources for all

Travel package
containing
toothbrush and
toothpaste
(awareness-
raising campaign
on protecting
online privacy)
Practical travel toothbrush packages are being used
to promote both the ‘Safe on the Internet’ campaign
and the National Awareness Centre, SAFE-SI. This
package is intended to present two clear
metaphors: toothbrushes are used to emphasise the
meaning of a safe password, because “Your
password is like your toothbrush — you never lend it
and you change it on a regular basis" The
toothpaste on the other end represents the
problem of how personal information can quickly

get out of hand on the net, since: “As with

toothpaste - once it's out of the tube, it's nearly
impossible to get it back in”

Online resources

> Resources for younq people

Based on experiences working with young people
we decided to increase the production of online
interactive materials and to strengthen our
presence on the social networking sites massively
used by young people. The collection of online
resources for youngsters has been constantly
improved by adding new videos, tutorials, Facebook
applications and other interactive and fun
resources, such as summer horoscope for teens.

Tk
Examples hj
of videos

Safe.siin Rok Terkaj na
Gamescomu - 1. del

Safe.siin Rok Terkaj na
Gamescomu - 2. del
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POLETHI SPLETNI HOROSKOP Li}

RIBI: Nedne in romantiéne ribice boste poleti e posebej v obladkih. Obeta sem wam novo anline
politna poznansto, ki bo lahko prerasio v kaj vet. Veeeno pazlive: na pro sredanje  fivo odidte v
spremstwy, dobite se na javnem mestu in le povejte starfem, kam greste.

OVEN: Duwni se hoste leto3nje poletje wsega lotewal strastno in goreée. WS izbranec/zbranka bo
tega vesela, judje, ki bodo 2 vami debatirali prek spletnih forumow pa ne. Fazite, kakZen gowar in
eraze uporabljate w spletnin debatah, saj to, da ste sanonimni« ne pomeni, da lahko pozabite na
borten

&

BIK: Trmoglawi biki baste to polete w svojem slementu, wendar boste nekoliko preved rinii 2 rogavi
skozi 2id. Zato bodite pazliivi, $e se boste lotili nakupovanja prek spleta. Preverite trgovino, &e je
zaupanja vredna, goljutoy je vse ved, da ne bosts na keneu ostall praznih jasli. ;)

0D ERA: To s0 wadi mesec, zato hoste dojéki Se posebej dru3abni in klepetaui. Uporablali boste
wee madne online komunikacijske kanale. \iseeno pazite in ne dodajajte popolnih neznancey za pristalje
na Facebooku in prewerite, al imate pametno nastawljene nastavitve zasebnosti!

B

Fetl: Sicer sramedlini raki boste letoZne poletje romanco iskali na straneh za zmenkariie. (b tem ne
pozabite, da se na intemetu ni tezko pretvarjati. da si nekdo popelnoma drug. Bodite prewidni in dobro
preverite spletna poznanstua, preden preved adprete swoj oklep, da ne boste razodarani

P

LEY: Ponosni levi boste letos upravideno ponosni na swajo 2unanjost, =aj vam zvezde podariaj
posebno poletna Sarmantnost in privlagnost za nasprotni spol. “seeno pa dobro premislite, kakéne
fotke = plade bosts objavljali na spletu. Nekaters slike pad niso primeme 2a taks jawen prostor kot je
intermet.

&

DEVICA: Sicer preudame device boste 1a mesec preved zaupale dolofeni osebi, kar se bo kendalo v
sbradunavanju online in ukradenem Gmail réunu. e se bo dobr reZilo, dobili pa boste lekeijo, da
vojiega gesla ne gre zaupati niti najboljEemu priztelu

&

TEHTHICA: %juniju =& bosts Iahko zahvalili svaji pregovema dobri presoji. Proti koneu Solskega leta,
ko amanjkuje 353 za wse paprave ocen in naloge, was bo v nelcem trenutio premamilo, da bi
seminarsko le skopirali iz spletne strani in s podpisali kot avtor, Se dobro, da wag ebiutek 22
po3tenost ne bo zatajil in se ne boste predali skunjawi, tako boste lahko poletie uival brez slabe
st 2l celo popraveay.

&

EKORFIJON: korpjeni znate tudi modne pidit, to je znano. To poletje was bo mikalo, da bi bivia
simpatijo, ki s¢ je zagledala w druge osebo, zalezowval in sramotil prek spleta. Na sredo wam bo vaia
Skompijonska intuicija prepredila, da bi se spusti w ka tako nizkoinega, kar se ne bi najbolje kondalo it
23 was. v poletju pridakuite, da bo wabe zlomfieno srce potolaila oseba, = katero fe priateljujste prek
Facebooka,

;4

STRELEC: Streloi morate biti wedno 2 wsem na tekodem, zato brez svojega pametnega telefona pas
e greste nikamor, " poletrih meseci, ko vas bo vleklo v raziskovanje dafinih krajey in dedel, pa le
pazite, kolika boste srfal po valavih mobilnega intemeta w tujini. Haj vas poleg konca positnic ne
spravi w abup 3e astranomzki radun 22 mobilnik.

%

KOZOROB: Kozorogi tudi Sz paletje ne boste podivali. Ko ni Sole, vas S bolj mika, da bi uresnidil
kakEna od svojih podietnih idej. Tu wam bo intemet in mozhosti, ki jih ponuia, w weliko pomoé. Pa ge se
boste latili enline prodaje babiinih piskotow ali uZenja wame rabe intemeta sosedowih otrok,

&

“VODNAR: Yodnar imate paé radi nenavadno. To poletie boste odkill vitualne svetove in udival v
preizkuganju razliénih spletnih identitet. Super zabava, wseeno pa ne pozabite na swoje prijatelje w fivo
in gibanje v naravil

Zawebie spEhE 511 OG0 ¥ IafaK] profekta SR | USEDIIE 18 Breck |40 ie1) E4MCpsKe Kom i fe, Zato B 18 jan) za prauliios
webouai ) pociahou 1 12 preszema 1 hehiT e cogouor o 22 pos edlke o lloe 1porate .

Star trerviio preg edije 15 gesiou, Opr,
ORI It (D) 20-aE

por
FaCilyorsocal

Summer online horoscope for teens

OVCE.sk
animated
stories

Brez koztuscka

On SAFE-SI
have

Playground we
included all games
appropriate for children that
we offer and also games from
other organisations on the
topic of the internet safety.
Currently, there is 9 educational
games for children available,
among which are also three
new games from the Ovce.sk
portal.

SAFE-SI Playground

(http://www.safe.si/c/1506/
SAFESI IGRISCE/)

Bele ovee

Skrivni prijatelj Me plesi z volkom

SAFE-SI IGRISCE
g

03 varort ratermetaza e

0o 000000000

PREIZKUSI, KAKO VARNO
ZNAS DESKATI

e

EvieEmije 13

SAFE-SI KVIZ
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In August we created a Set of interactive activities
for children: “Internet safety for the youngest” that
have been also added to the SAFE-SI Playground.
Nine fun and educational interactive activities are
now available for children that can be completed
directly online. The collection of activities contains
hidden and missing words, crosswords, labyrinths,
rebuses related to the use of the Internet and
computers in general. Each activity is also
accompanied by advice for a child how he/she
should react in a certain situation online, how to
check the reliability of information found online,
importance of protecting personal data online, etc.

Wi
Varnost nainternetu za najmlajse safc.

D

0© 000000000

Resi rebuse!

U

Internet safety
for the youngest

T O0IE

afQ. SAFE-SI
video
tutorials

Vklop starfevskega

nadzora v Windows 7 Spreminjanje gesla - Grmail

Vklop zasebnega brskanja
v Imternet Explorerju

Vklop zasebrnega brakanja
w Mozilli Firefox

Video: Adults, learn from

digital natives

This video was created by
primary school pupils from
Slovenske Konjice within the

SAFE-SI annual national award competition for
primary schools. The video enables the teachers to
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have a look at the digital lives of their pupils and
how they see the benefits of using the internet and
other new technologies. It is important for teachers
to understand and promote the positive use of
technologies to their pupils but also to parents. This
video can also be used as a tool for parent meetings
to show the parents and discuss with them the safe
and responsible use of new technologies. The video
was also presented at the Parent's panel at Safer
Internet Forum 2010 in Luxembourg.

> Resources for schools

For the purposes of SID 2011 celebrations within
schools SAFE-SI has created a special online
package with ppt presentations, classroom activities
and other goodies for schools. This toolkit contains
all necessary resources to use in classrooms with
pupils and students. It contains the following
materials:

Activities:
o Activity 1: Interactive quizz »Smart online
surfers« (suitable for pupils aged 12-15)

o Activity 2: »Think before you post yourself
online« (suitable for pupils aged 10-15 and
students up to 18)

« Activity 3: How to create safe online passwords
and nicknames (suitable for pupils aged 10-15)

o Activity 4: Addiction with digital technology
(suitable for pupils aged 10-15)

PPT presentations:

« Presentation 1: Rules of Net Etiquette (suitable for
pupils aged 10-15)

« Presentation 2: Safe online fun (suitable for pupils
aged 10-12)

o Presentation 3: Protection of privacy online
(suitable for pupils aged 12-15)

« Presentation 4: Addiction with digital technology
(suitable for pupils aged 10-15)
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> Resources for all

Kako zaZéltitl svolo
zasebnost na Facebooku?

Prljava asebe na
Facebooku

9 Facebook tutorials

Kake izkijutiti prepozn:
obra; a Facebooku?

1Saf Q.

Prijava videa na
Facebooku

safe.

Prijava fotografije na
Facebooku

avanje

safa

Prijava knmentarja na
Facebooku

Safds

Prljava stranlfskuplne na
Facebooku

safe.

Facebook - seznam
prijateljev

The purpose of created tutorials is to teach the
Facebook users regardless of their age and gender
how to use Facebook safely: how to protect their
accounts, using advanced security settings, how to
report abuse, inappropriate photos, comments, etc.

b) ONLINE AND OFFLINE PROMOTION

SAFE-SI has used various offline and online
promotional channels in order to reach as broader
audience as possible.

Offline promotion
Inclusion of project ads in printed media

The “Think before you post” ad has been included
on the periodic table of the chemical elements
which are given to the students in the first year of
the secondary education. This material published in
21.000 copies is intended to target teenagers in the
age group 14-15 and |
is handed out to the |
students on the first
day of a new school
year (1 September).

i |.I : ¥ ‘h.
NI SISTEM ELEMENTOV 0

Example of ad

.....
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Furthermore, all three Centre’s components were about the project and to provide them with the
also promoted through the advertising supplement educational and promotional materials. In some
“We go to school” that was added to popular cases presentations were given by the members of
magazines Lisa (published on 25.8), Cosmopolitan the project team, on other occasions the project

(published on 25.8.), Story (published on 26.8.) and was presented at the exhibition place:

Lea (published on 31.8.). Our Centre contributed an . At Children’s Bazaar, 912t September 2010 -
ad article entitled “Safely crossing the information
highway” in which the : =
major Centre’s activities

the biggest fair for children in Slovenia attended
each year by almost 30.000 visitors, mostly
parents and children under age of 10; SAFE-SI

are  described.  This %VE-CEQ it and helpline NASVET ZA NET were presented
material was published in | :

62.500 copies reaching
various segments of
general population.

with stand where various awareness and
promotional materials :a (v ”,‘ b

were disseminated. At "8,
the fair also the!

promotional materials
of the hotline SPLETNO
OKO were disseminated | |

to parents. '

Screen shot of the
article published

Participation at events

SAFE-SI took part at many different events: fairs, Exhibition at
conferences and festivals to inform the attendants the Bazaar
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At Training for the Mentors of Children’s
Parliament, 14" September 2010 - Mr Tomi
Dolenc, project member from ARNES, held a 45-
min long presentation for teachers who attended
this event on the influence of the Internet on the
youth development.

At round table discussion: “Youth and the
Internet’, 4" November 2010 - organised by Pro
et contra, institute for culture of dialogue,
Slovenia. SAFE-SI was presented by Mr Benjamin
Lesjak, expert volunteer on the project.

At FRISK conference, 11" -12'"" November 2010
- Mr. Domen Bozeglav and Mr. Benjamin Lesjak
held a 45 min long presentation on the dangers
of the Internet including social networking sites.

At international conference SIRIKT in April
2011 - a prominent event on the incorporation of
ICT in education. It brought together childcare
workers, childcare assistants, teachers, laboratory

assistants, headmasters, information specialists,
computer experts, higher education teachers,
librarians, pupils, high-school students, university
students and other ICT users. The topic of online
safety was thus also put on the agenda of this
event. Two presentations were given by “teacher
counsellors” from E-education project, entitled:
The school project day “All internet traps” and
Personal Data Protection in Social Networks.

At event celebrating World Telecommunicati-on
and Information Society Day, 17*" May 2011 -
organised by Association for Technical Culture of
Slovenia were national successful projects
connected with the Information Society were
presented. The event took place at a promenade
»Maximarket« next to the National Assembly in
Ljubljana. Our Centre presented itself at a stand
were project materials were disseminated to the
people walking by. Our stand was also attended
by the former President of the National Assembly,
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dr. Pavel Gantar as well as the State Secretary at
the Ministry of Higher Education, Science an

Technology, dr.
Jozsef Gyorkos. |

Atmosphere
at stand

At event “Young people and crime: victims or
offenders” on 17" June 2011 organised by the
City Municipality of Maribor and the Police where
different  experts, including the NAC
representative Ajda Jerman Kuzelicki and the
hotline coordinator Lija Miheli¢, shared their
expertise and knowledge regarding the different
aspects of potentially dangerous everyday
situations for children, including the Internet.
This event was attended by around 75 social
workers and crime investigators.

Online promotion

The promotion through online portals and websites,
social networking sites and other online
communication channels is becoming extremely
important.

Promotion through Facebook

In 2011 we launched two separate Facebook pages,
one targeting primarily parents and the second one
targeting teenagers in the age group 13 to 19. In
May we launched an improved Facebook page for
parents available at: http://www.facebook.com/
safe.si. Information, links, videos and other resources

that are now published on the wall are mainly
tailored to the needs of parents. Through this page
we also highlight the news and resources that are
published on SAFE-SI central webpage. At the end
of May we started with the intense promotion of
this profile through the Facebook advertisement
channels. In two months of this campaign we
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gained almost 590 new Facebook fans, reaching
now the total number of 1.429.

facebook skenie
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In June a new Facebook page for teenagers called “I
surf safely” has been created. It is available at: http://
www.facebook.com/deskamvarno. Since it is quite
challenging to attract this segment of population,
we had to put a lot of effort in order to make the
profile interesting enough for the teens to visit it

regularly. We thus publish short surveys, upload
videos and other materials tailored to their needs
and interests. In June we also started with successful
Facebook advertisement campaign that brought us
almost 1.100 fans in two months. During the
summer period we also created two Facebook
applications, the first one is the game “Smart online
surfers” and the second one is the viral Facebook

test “Are you a Facebook jerk?”
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Promotion through websites and search engines

SAFE-SI links and banners are introduced on several
national websites and portals. SAFE-SI has
continued to be in the last year actively promoted at
the portal of Slovenian Education Network (SIO). The
short description of SAFE-SI can be found at: http://
www.sio.si/sio/projekti/safesi.ntml.

SIO portal regularly publish news, press releases
developed within SAFE-SI. Furthermore the virtual
community on online safety has been also
established within SIO portal and it is accessible to
registered users through the link: http:/
skupnost.sio.si/course/view.php?id=3531. Through
this community all relevant information about the
project, its activities and campaigns are published.

SAFE-SI including the helpline NASVET ZA NET and
hotline SPLETNO OKO are also fully introduced on in
the February 2011 established national portal on
online security http://www.varninainternetu.si.

In February 2011 online badge “We are celebrating
SID 2011” was published on 48 school websites
what represents 10,64% of all websites of the
Slovenian primary schools. We also made a small
investigation that shows that at the moment around
150 school websites contain a link
to SAFE-SI homepage. This number
represents approximately 33% of
all websites of primary schools.

Online badge

Many distinguished and most popular webportals
and social networking sites joined to SID 2011
celebrations. For example, the second largest
national mobile phone operator Simobil published
SID banner and online badge on all its Facebook fan
pages: on Orto.si that has more than 11.000 fans
and on Si.mobil fan page with more than 22.000
fans.
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C. AWARENESS-RAISING CAMPAIGNS

Safer Internet day 2011

Safer Internet Day (SID) is organised by INSAFE and
national Awareness centres each year in February to
promote safer and more responsible use of online
technology and mobile phones, especially amongst
children and young people across the world.

SAFE-SI has prolonged this year’s Safer Internet Day
into a Safer Internet Month that was taking place all
through February. A number of events, resources,
activities were prepared and launched during this
month.

Campaign in schools

To take a decentralised approach to SID and to have
as many schools as possible participating SAFE-SI
has launched a large campaign for schools. The
preparations for this began already in March 2010.
We have decided to involve schools in a way that

they would receive from us all necessary resources
to be able to organise themselves different
activities, technical days, discussions etc. with their
pupils and also parents. Already in April 2010 the
first “Save the date” message announcing to schools
that they will have the opportunity to join SID
celebrations was sent with the strong support and
appeal of the Ministry for Education to schools to
join this campaign. In the beginning of December
2010 the online registration for schools opened at
NAC's website and again an invitation was sent via
email to all Slovenian schools. Altogether 176
schools and 210 teachers registered for SID
celebrations and have been sent an online toolkit
containing classroom activities, presentations,
videos and an online badge to put on the school’s
website to indicate SID celebrations. More than one
third of Slovenian schools got involved in the
activities and they can be seen on an interactive
Google map that we prepared.
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Round table “Ethical behaviour online”

The SID celebrations in Slovenia started on 2" of
February with a round table on the topic of
netiquette and responsible behaviour online that
NAC has organised in cooperation with hotline
Spletno oko. We have invited many prominent
speakers to this event: Deputy Ombudsman Jernej
Rovsek, High State Prosecutor Ales Butala,

Internet and online media experts Miso Alkalaj,
Sasa Mrak, Sonja Merljak Zdovc, privacy expert
Benjamin Lesjak and youth panel representative
Luka lvartnik. This event was attended by more than
70 participants, including 10 journalists. The topic of
the round table discussion was the importance of
raising awareness of children and teenagers but also
adult users about ethical and responsible behaviour
online. We wanted to make the public aware that
our actions and behaviour online has consequences
in real life and cat hurt the feelings of other people.
That is why insults, bad language and inappropriate
behaviour must not be tolerated online just like it is
not in real life. The main result of the discussion are
9 guidelines for ethical behaviour online that were
released to the media and are being disseminated
through SIC channels (websites, workshops,
seminars).

The President of the Republic of Slovenia dr.
Danilo Turk strongly supported our efforts and has
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expressed his opinion that this is a very important
issue. That is why he prepared a video address for
the participants at the round table stressing the
importance of this topic and hope for effectiveness
of the results. The round | E
table and its conclusions
also attracted quite some
media attention.

Video address of the

Slovenian president s e

Launch of OVCE.SK cartoons

Slovenian NAC has adapted and dubbed to
Slovenian 4 animated stories form the serial
Ovce.sk designed by the Slovak Safer Internet
Centre to raise awareness of pre-schoolers and
primary school pupils about safe and responsible
use of internet and mobile phones. The cartoons
have been publicly launched on 16" of February
with a press conference and a press release.

SAFE-SI Award Contest 2010/2011 for Schools

This year’s edition of the Slovenian Awareness
Centre's competition for primary schools was again
very successful. More than 60 schools, 100
teachers and 700 students created 400 interesting
competition entries (drawings, poems, stories,
comics and videos) that have delighted the jury.

The competition theme was linked to safe and
responsible use of the internet and mobile phones,
from disclosing personal information online, online
communication and socialising, social networking,
use of mobile phones in free time and for learning,
and so on. The main purpose of the competition is
to encourage children and youth to consider how
the internet and other new technologies are
shaping their everyday lives and, at the same time,
to initiate conversation and learning about safe and
responsible use of new technologies in schools.

The SAFE-SI competition was this year divided into




SPLETN@ KO

Deskaj varno

three categories: 6-9-year-olds created various
products such as drawings, poems and stories, 9-12-
year-olds created comics, while 12-15-year-olds
produced 3-minute videos.

The competition concluded with a big event in the
Cineplex in Ljubljana where 150 authors and
mentors of the best competition entries were
invited. SAFE-SI prepared a very interesting event
for them, which included:

« a cinema screening of nine educational cartoons
about safe use of the internet and privacy online
from Ovce.sk, which the audience loved.

« conversation with the artists who created the
cartoons: Slovenian rapper Trkaj who dubbed the
Slovenian voices for the cartoon characters, script
writer Miroslav Drobny and art director of the
cartoons Jaroslav Baran from Slovakia.

. conversation about the safe use of the internet
and a rap concert performed by Trkaj.

Children with rapper &R
Trkaj at the award gk
ceremony

Rapper Trkaj with
the group of winners

f The event was
streamed to other Slovenian schools all over the
country through a video-conferencing system.

Informative Campaigns for Parents

We would like to give a special attention to the
largest distribution campaign ever carried out




SPLETN @ KO

Deskaj varno

within our NAC. At the beginning of the school year
2010/2011 through the postage delivery channels
of National Educational Institute all Slovenian
primary schools, in total 791 (central schools as well
as their affiliations) received a package with
promotional leaflets for parents.

Each package was accompanied by the letter of
support signed by the Director of National
Education Institute in which the schools were asked
to distribute the attached leaflets to the parents of
their pupils, preferably at the introductory school
meetings for parents.

After the conclusion of the campaign in October
2010 we directly contacted each school via phone in
order to check how they responded on our request.
Based on the given responses, we can conclude that
the schools in general reacted very well on our
request. In total, more than 630 of 791 schools
disseminated the leaflets to the parents of their

pupils. We can thus estimate that over 150.000
leaflets reached the parents of youngsters aged
from 5 to 15.

d. TRAININGS FOR TARGET GROUPS

In Slovenia schools are very interested in trainings
and workshops on the Internet safety for pupils/
parents. SAFE-SI has been actively involved in
educating parents, teachers and youngsters about
the opportunities and potential risks of the Internet
usage since 2007. In the last year we have observed
an even growing interest of schools on receiving
trainings on online safety issues. In order to be able
to fulfil all demand coming from the interested
parties we established a network of all interested
parties willing to participate in designing and
conducting trainings for relevant target groups.
Efforts have been made to find the best way how to
fully exploit the available training resources outside
the project. An agreement was reached with
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national E-education project on mutual cooperation
in this area. The first results of such an improved
cooperation can be already seen. In the period from
September 2010 - August 2011 more than 1.100
parents attended SAFE-SI trainings. Furthermore,
more than 2.500 children and teenagers took partin
the 89 workshops conducted in this period of time.
For comparison, under the previous contract in the
18 months of the project duration, SAFE-SI experts
all together conducted 28 trainings/workshops for
target groups.

Regular updates of the central presentation for
parents were made and more specialised
presentations and workshop programmes for
youngsters were created. This is necessary due to
unpredictable and fast changes in this area.
Nowadays parents need to be equipped with
information on safe use of social networking sites,
especially Facebook on the other hand also
youngsters need relevant and up-to date

information about the most delicate issues. The
most popular workshop programmes for youngsters
are: the protection of personal data online,
especially on social networking sites, e.g. Facebook,
online bullying and addiction with modern
technologies.

The level of satisfaction with conducted trainings
and workshops seems to be extremely high. This
can be proven by the results of the evaluation of
conducted trainings and workshops. SAFE-SI
namely created an online evaluation form that has
been already filled in by 31 schools that hosted one
or more educational events. On the scale from 1to 5
(1-very poor; 5-excellent) more than 85% of
schools gave to the trainings for parents the
highest mark, namely 5. This part of the survey was
filled in by representatives of 14 schools. It is quite
similar with the satisfaction with conducted
workshops for pupils. Around 50% of schools
evaluated the organisational aspects, the content
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and the trainer performances with the highest mark,
namely 5 and almost 39% schools with 4. The
workshops were evaluated on the scale from 1 to 5
(1-very poor, 5-excellent). This part of the survey was
filled in by 20 respondents.

Most interesting statements made by schools that
hosted trainings for parents:

"The trainer was able to encourage the parents to
take part in the discussion. He explicitly described
the Internet dangers, but at the same time he was
also able to face the parents with the fact that the
Internet is the reality of contemporary time and
actually very useful tool« Primary school Rodica
Domzale, 25" January 2011

»It was great, thank you« parents commented the
lecture. »We want you to prepare something
similar for the pupils.« Primary school Velika
Nedelja, 10* February 2011

/~ ‘ Q s \ = ESax =
photos taken at trainings and
workshops
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e. YOUTH PANELS

In Slovenia we do not have a permanent youth
panel, but we organize different panels with
children from different parts of the country - from
cities as well as from rural areas - to give the
opportunity to as many youngsters as possible to
speak about their experiences online. The purpose
of the youth panel is to give useful information to
the Awareness centre on how to best raise
awareness of all Slovenian children this is why it is
valuable for the centre to get as many different
children’s voices as possible.

In the last year NAC organised four youth panels.
Here we would like to point out some most
interesting findings that have influenced our work:

« Discussion with both panels about experiences
online and awareness of possible risk revealed
that almost all experiences children mention are
connected with the use of social networking,

mostly Facebook. There mentioned cases of
identity theft, stolen passwords, cyberbullying
(insults, nasty comments) and also intellectual
property theft and even grooming. Primary
school children reported cases that actually
happened to them, while the secondary school
children only reported about cases that
happened to other peers and expressed their
belief that such things could not happen to them.
It can be concluded that all NAC's effort in
developing a wide training system is very much in
place, since children and young people also
confirm they don’t learn about this in school and
workshops for them are needed. Also training,
education and awareness raising is crucial for
parents and teachers that obviously do not talk
enough about internet safety with their children.

Both primary and secondary school children
reported not having any internet safety education
in school. Both groups would like to talk in school
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about this issue. Especially secondary school
children like the discussion format of the youth
panel. Primary school children also claim that
their parents don't talk to them about internet
safety.

o Since children and teenagers in the panel
discussions showed a lack of understanding how
big and public is the network of people that can
access their information, pictures and videos once
they post them online, we have identified the
need to create new classroom activity concerning
this topic to use in the centre’s workshops for
youth, and also to provide a resource for teachers
to use with children in their classrooms. The
Activity is entitled “Think before you put yourself
online”,

f. SAFE-SI IN MEDIA

Over the last two years SAFE-SI has been
continuously successful in generating press and

media coverage. SAFE-SI has been able to establish
a strong connection with the media and therefore
achieved continuity in releases of awareness-raising
information. National Awareness centre is a
reference point where the journalists turn to
whenever they are preparing an article/story about
Internet safety.

We must mention a few TV appearances with large
coverage: project’s communication officer was two
times guest in the studio in the 1 o'clock news of the
biggest national commercial TV station POP TV
discussing with the hosts results from EU Kids
Online and Sip benchmark studies and giving tips
and safety advice in relations to the results for
Slovenia. This TV station covers 65 % of national
viewers. Also Safer Internet Day was presented in
prime time news on national public television.
National public TV covers 47 % of TV audience in
Slovenia.
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SID topic was also very well covered by the national
radio. Experts from SID round table and project
member were invited to a one-hour radio talk show
on the topic of internet safety and ethical behaviour
online. Additionally, there were three more reports
on SID on the national radio. SID gathered the
attention also from other Radio stations: Europa,
Veseljak, Center, Fantasy, Ognjisce, Ekspres.

Very large coverage was also achieved by an article
about this year’s SID theme (ethical behaviour
online) that was published in a free magazine
Zurnal24, distributed to all households in Slovenia
(circulation of 294.000 copies). Project expert was
also a guest in an hour-long talk show about
children and parents online aired on the regional
public television Tele M. During the show also the
SID video was broadcasted.

Media coverage for the period from September 2010 to

August 2011

Sept. 2010 - Aug. 2011

Number of TV appearances
Number of radio appearances
Press appearances

Online appearances

9
24
30

184
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3. SAFE-SI AND NATIONAL COOPERATION
a. SAFE-SI WORKING GROUP

As already mentioned one of the Centre’s priorities
is to establish — with alliance of other stakeholders
and experts — a sophisticated but effective training
system that will be capable of serving all the
requests that are coming from schools. For this
reason SAFE-SI Working group has been re-
established in November 2010 which gathers
together institutions and individuals active in this
field and willing to participate in designing and
conducting trainings for relevant target groups.

List of WG members:

« Office of the Information Commissioner

« Ministry of Education and Sport

« E-education project

« mag. Dulijana Jurici¢, primary school teacher

. mag. Benjamin Lesjak, Faculty of Law, University

of Maribor

« MISSS (Youth informative Counselling Centre of
Slovenia)

« ZPMS (Association of Friends of Youth Slovenia)
« Microsoft Slovenia

« ARNES (Academic and Research Network of
Slovenia)

« ZPS (Slovene Consumers’ Association)

b. OTHER COOPERATION

Cooperation with the national E-education
project (2009-2013) with the objective of
educating teachers and other pedagogical workers
about online safety. The project is co-financed by
the Ministry of Education and Sport and European
Social Funds. This channel is extremely important
for spreading the awareness message and sharing
experiences and best practices with teachers. SAFE-
SI has been invited to actively participate in the
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project by preparing trainings and lectures for
“teacher counsellors” as well as for teachers as end-
users. Efforts have been made to find the best way
how to fully exploit the available training resources
outside the project.

An agreement was reached with national E-
education project on mutual cooperation in this
area. SAFE-SI will take care to fully train the available
trainers within E-education project and to equip
them with the knowledge and resources. On the
other hand E-education project will spread the
Centre’s messages to schools and teachers through
its available channels, conduct trainings for teachers
and to smaller extent and where possible also for
parents.

At the beginning of the school year 2010/2011 E-
education  project introduced the virtual
communities on its central webpage: http://www.
sio.si/. As a result, the virtual community on online

safety has also been established and it is accessible

to registered users through the

link:
skupnost.sio.si/course/view.php?id=3531.
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Cooperation with the national project
Varninainternetu.si (eng. Safe on Internet)
dealing with the promotion of online security to the

general audience and enterprises.

This project officially launched in February 2011 is
coordinated by ARNES that is also a partner in our
consortium and it is financed by Ministry of Higher
Education, Science and Technology. Both projects
work very close together with the aim to reach as
high synergic and complementary effects as
possible. Several joint activities have been
conducted so far.

For the purposes of SID 2011 celebrations SAFE-SI
has in cooperation with the

Varninainternetu.si launched an

project
awareness
campaign about protecting privacy online. A travel
package containing toothbrush and toothpaste
have been prepared and put in a box with an
explanation of the metaphors and advice how to

protect your password and privacy. In May we
carried out a joint promotional activity that took
place in four popular Slovenian shopping centres in
May 2011. The visitors of these shopping Centres
were given different informative materials on online
safety produced within both projects.

Cooperation with Chamber of Commerce and
Industry of Slovenia - SAFE-SI has joined the EC in
organising the pilot competition Best children’s
online content 2010/2011 in Slovenia. For the adult
category of the competition we have merged with
the established and very well-known competition
Netko for best websites in Slovenia that is being
organised more than 10 years in a role by Slovene
Chamber of Commerce. The organisers added a new
category Best online content for children and the
national winner was selected and awarded at the
event on 9" of November 2010.
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Cooperation with the counsellors on Addiction
with Internet and other Communication
technologies:

o dr. Miha Kramli, psycho-therapist, Head of
Outpatient Clinic for Addicts in Nova Gorica

. dr. Bernard Spazzapan, psycho-therapist,
Outpatient Clinic for Addicts in Nova Gorica

. dr. Bojan Belec, pedopsycho-therapist,
Counselling Centre for children, youngsters and
parents Ljubljana

4. SAFE-SI AND INTERNATIONAL
COOPERATION

a. PARTICIPATION WITH INSAFE

About INSAFE

H Insafe is a network of national
insfe

Awareness centres that coordinate
Internet safety awareness in Europe. The network is
set up and co-funded within the framework of the

European Commission’s Safer Internet plus
Programme. Further information can be found at

http://www.saferinternet.orq.

Sharing and exchange of resources

At European level, SAFE-SI has actively participated
in INSAFE network activities by attending the events
and training sessions, taking part in the Steering
Committee, participating in working and thematic
groups and sending contributions to the
Community to be shared with other Centres.

Slovenian NAC has adapted
and dubbed to Slovenian
language 4 animated stories
from the serial Ovce.sk that
were designed by the Slovak
Safer Internet Centre to raise
awareness of pre-schoolers

and younger pupils in
primary school about safe

\
; OVLEC A
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and responsible use of internet and mobile phones.
The cartoons are now available at our website in the
children section and will also be disseminated to
teachers and youth workers. They will become part
of the workshops for children that the NAC is
holding in schools.

b. PARTICIPATION WITH THE EUROPEAN
COMMISSION

Organising the national competition for European
Award 2011: Best children’s online content

The best content online competition was launched
in October 2010. Between November 2010 and April
2011 the competition besides in Slovenia also ran at
national level in Belgium, the Czech Republic,
France, Germany, Greece, Hungary, Iceland, Italy,
Latvia, The Netherlands, Poland, Portugal and Spain.

The winners of the national competitions were
nominated to compete for the European Award. The
Slovenian winner in the adult category and the

nominee for European award has become http://
www.junior.si - website National Geographic Junior
owned by publishing company Rokus Klett,
produced by WMD. Additionally, the national winner
waa also selected in the youth category. Selection
was made through SAFE-SI contest for schools and
the award went to a short film Okuzba (Infection),

prepared by
primary school
students from §
Naklo. |

The Slovenian
Best Children's
Online Content
competition s
winners

A European jury, led by Professor Sonia Livingstone
from the London School of Economics and Political
Science, and coordinator of the EUKidsOnline
project, selected the winners of the European
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Awards in June 2011. Additional information

available at: http://ec.europa.eu/information

society/activities/sip/events/competition/winners/
index en.htm.

Participating in Study-visit scheme for non-EU experts

Within Study-visit scheme for non-EU experts on
24 and 25™ November 2010 our Centre hosted the
Serbian expert from Fund B92. The goal of the
exchange in general was to provide non-EU expert
with the necessary information, guidance and
practical knowledge how to run national Safer
Internet Centre and to build the grounds for future
cooperation.

Attending Safer Internet Forum 2010 in Luxembourg

The Safer Internet Forum 2010 on 21% and 22™
October in Luxembourg was preceded by the
second meeting of the Pan-European Youth Panel
including young people as well as a European Panel

of Parents. Slovenian Centre sent 16-years old girl
Maja Tomi¢ who participated in Pan-European Youh
Panel and her mother Ms Mateja Igli¢ that attended
European Panel of Parents.
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E. NASVET ZA NET

1. ABOUT OUR HELPLINE

The telephone/chat Helpline Nasvet za net was
launched on the Safer Internet Day, 10" February
2009 in order to provide counselling for children
and adolescents (and parents) who come across
inappropriate or offensive Internet content and
contacts, have fallen victim to online harassment,
identity theft or have other Internet related issues
and dilemmas. Project is carried out by Slovenian
Consumers Association.

a. MISSION AND ROLE

Children and adolescents (10 to 18 years of age) are
the principal target public, since they are the ones
who are exposed to the biggest risk of inappropriate
and harmful Internet content. By providing a
telephone helpline, we would like to make sure

children feel safer while using the Internet, and even
more so, we would like them to look for information
on what they can do should they come across
inappropriate, unwanted or harmful Internet
content even before they experience something of
the kind. Our counselling is pro-active — we help
callers/senders of e-mail to help themselves.

Although youngsters are primary target public, we
also counsel to adults — mainly parents - who seek
for advice.

b. GoALs

By providing the telephone / chat helpline service
we will enable children to start talking / writing
about how they use the Internet, to recognize the
dangers and try to avoid them. However, if
difficulties regarding the use of Internet have
already arisen, we will try to provide assistance in
resolving them.
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2. COUNSELLING
Counselling is provided on:
« the toll-free telephone number: 080 80 22

« through a special form on website http://www.
nasvetzanet.si

« chat room on web page.

Operating hours: Monday to Friday, from 4pm to
8pm. During the operating hours one counsellor is
available. The counselling is anonymous and
confidential.

There is also a chat room on the website, whereby
an additional channel of communication with the
counsellors was provided to the visitors of our
website. It operates from Monday to Friday from 9
amto4 pm.

Our counsellors have undergone basic training for
telephone counselling aimed at children and
adolescents, as well as additional training regarding

the Internet safety, which was prepared together
with our partners: the SAFE-SI - Slovenian national
Awareness centre, ARNES — Academic and Research
Network of Slovenia, as well as other experts. We are
still cooperating closely with the TOM Helpline in
the fields of counselling, training and promotion.
Special training has been completed by 12
counsellors. At present, there are 6 counsellors
providing regular counselling via the helpline, and
one counsellor employed as part of the project
providing answers to questions asked via the
website.

3. NUMBER OF CASES AND SUBJECT
MATTERS OF ADVICE GIVEN

a. NUMBER OF CASES

Between September 2010 and August 2011, 294
contacts were received and number of contacts still
rises in every six months period. From the last
reporting period number of contacts almost
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doubled. That all shows that visibility of the helpline
has increased.

b. ISSUES ADDRESSED

Most questions received were related to Internet
addiction and IT use. Most commonly, it was a
matter of enquiring as to how much time was »still
considered normal« for someone to spend in front
of the PC and whether any aid was available for
those addicted. Parents mostly asked about IT use
and general information about computer - how to
prevent children to watch »inappropriate« content
on web, how to limit time spent on Internet, how to
set rules about use of Internet in the family.

O plane

Bermil fabie

Contacts by month (from September 2010 to August 2011)

By telephone | Email/chat | Total
September 2010 5 17 22
Oktober 2010 8 15 23
November 2010 4 25 29
Decebmer 2010 8 17 25
January 2011 5 17 22
February 2011 7 18 25
March 2011 7 22 29
April 2011 7 16 23
May 2011 2 33 35
June 2011 8 17 25
July 2011 7 5 12
August 2011 3 21 24
Total 71 223 294
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The number of calls/emails by issues addressed

ISSUES ADDRESSED NUMBER
Internet addiction, online games addiction 40
ITuse 36
Publishing of photos / videos 23
General information 19
Email, chat room or social network password stolen 18
Bullying 16
Offensive comments 15
Online shopping 12
Pornographic content 12
High mobile phone bills 10
Social network, false profile 6

4. WEBSITE

The website www.nasvetzanet.si undergoes regular
maintenance and is updated with new contents on
a regular basis. Almost every week something new
is published - in particular the latest news and
advice on how to use the Internet in a safe way.

The site has been divided into nine content-related
parts (sections) by taking into account two criteria:

« The content: Internet, mobile phones, current
matters/latest news, about us, for the media;

- The target groups:
adolescents, teachers.

children, parents,

About 250 different items of information are
currently published on the website. The content has
been conceived in such a way that visitors are able
to find answers to many questions about the safe
Internet use themselves.

There is also a special form available for sending
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questions and a chat room for those who want to
seek for advise in that way.

Domow

Glavni meni Nasvet za net
Je telefon za otrake in miadostnike, med 10. in 15. letorn, ki pri uporabi intermeta naletijo

Domov na neprimeme, nezeljene in nevarne vsehine. Prednosti interneta [ahko izkoristimo, ge OTRO(I
poznamo nevarmosti na intermetu in kaj storiti, da se jim izognemo, *

Internet

Wobilni telefon el »» ; .

Aktualno ‘ ‘
Vec ukrepov za varnost otrok na spletu

0 nas 5 B 2 | mLaposTaik Y |
Cetrtek, 15 September 2011 20:48 . -

Za medije

Kot je razkrilo porofilo Evrapske Komisiie, se drzave Elanice ne odzivajo usirezno oziroma
Vprasaj nas uporabljajo razlitne pristope, kadar gre za obravnavanje in prijavljanje nezakonitin in

e Ekndljivin vsahin, 7a Zagotavijanie dostopa otrokam do vsebin, ki 5o primarne niikoi
Kvizi - preizkusi svoje

znanie starosti, za veejo varnost socialnih omredij za otroke ter za zagéito otrok pred skodljivimi

video igricami
Vel .. >»
4 Premisli,

reden se
a$ na net!

Simobil ne bo pobiral pavsala
Cetrtek, 08 September 2011 15:3

8 prakditno vseh strani kritizirana odlogitey Simobila, da s 1. oktobrom zaéne zarafunavati
letni pawal vvidini 9,78 ewra, je zdaj preklicana. Move cene paketov in pogovarov ostajajo.

“s @ viDEO

Wet .. >>

Pomat v

Spletne nadlegovanje —

Torek, 30 Avgust 2011 1113 Fomod v Zive trenutno ni dosegljiva,
rosimo poizkusite kasneje ali poklitite

Weeewropska raziskava EU Kids Online je pokazala, da so otroci, ki druge n P E 1 P

splety, pogosteje tudi sami Ztev spletnega nadlegovanja (hullying) 080 80 22.

<kliknite> in zapisite syig ime

vel.. > i e Eite sy o
TOM Zaséita pred neprijetnimi fotografijami na Facebooku? Treputng nismg dosealivi, labke nam
telgfﬁh za otroke Petek, 26 Awgust 2011 10:21 ouslizte sporodlo.
in mladostnike Kot o ha fotografijl aznagen, bo moral najprej potrditl fotografio, &ele pot
Poklit':l' tudi drugim.

0801234 v -
m ‘ Ifako izbrisem svoj Facebook uporabniski raéun? bR
Nasvet za net web page
(http.//www.nasvetzanet.si/)

5. HELPLINE PROMOTION

During all 12 months of the project we devoted a lot
of our time and effort to the promotion of the
project. In promoting the project, we cooperate
closely with our partner SAFE-SI, both in planning
promotional activities, as well as in carrying them
out. NASVET ZA NET is fully promoted through all
available channels of Awareness Centre SAFE-SI that
disseminates the helpline’s printed resources, such
as key straps and mouse pads, at all events
including fairs and workshops for pupils and
students. Our helpline is also mentioned in
Awareness Centre’s media appearances: radio and
TV shows, articles, press releases. Nasvet za net was
also mentioned in all press releases created for the
promotion of SID 2011.

a. PROMOTIONAL MATERIALS

In the last year we prepared some new promotional
materials:




SPLETN{@ KO

Deskaj varno

« Rulers, pencils and rubbers with “Nasvetzanet”
logo. We prepared 1.100 rulers and from
September 2010 app. 800 of them were
distributed on different events.

« Re-print of mouse pads - with the most
important information about the project (the
telephone no., the operating hours of the
helpline, etc.). We created 1.500 pieces and
distributed 800 pieces.

o Re-print of promotional key straps. We
prepared 1.000 pieces and app. 800 have been
already distributed on different events.

The collection of
NASVET ZA NET
promotional
materials

« The periodic table of the elements,
mathematical tables - created at the end of
previous project cycle - official distribution
started with the new project in September 2010.

The Nasvet-za-net logo and some of our project's
essential information (the telephone number, the
website) have been included on the periodic tables
of the elements and mathematical tables which are
given to all pupils in grades 6 and 7 of Slovene
primary schools (aged 11 and 12) at the beginning
of the school year in September. Both are published
with a circulation of 19.000 copies.

b. PROMOTION ON THE ONLINE SOCIAL NETWORK
FACEBOOK

We continued with promotion of the project
through the online social network Facebook, which
resulted in a larger number of visitors to our website
and consequently some more questions asked. We
have prepared two different versions of adverts:
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Naswvet za net Naswvet za net

Je telefon za otroke in Ti je kdo ukadel geslo,
miladostnike med 10. in poiiljal poito ali takojinja
18. letom, ki pri uporabi sporocila v tvojem imenu
interneta naletijo na ali objavil vsebine v
neprimerne, neZeljene in | tvojem profilu? Kaj lahko

Different ads ON  nevarne vsehine stori§?
Facebook |« Like o Like

Jasna Suhadolc likes this. | Jasna Suhadolc likes this.

We also regularly point people's attention to the
contents of the http://www.nasvetzanet.si on the
Facebook and Twitter site/account of the Slovene

Consumers' Association.

C. AT WORKSHOPS FOR PUPILS AND STUDENTS

In the period from September 2010 - August 2011
SAFE-SI through workshops empowered more than
2.500 pupils and students. Pupils were given various
offline treats, including rulers and mouse pads
promoting helpline Nasvet za net. Helpline Nasvet
za net is always mentioned at the workshops as a

reference point where the youngsters can seek
advice/help. Furthermore, the parents also receive
information about the helpline at the trainings that
are organised by NAC.

d. PROMOTION ON OTHER WEBSITES

We prepared three different banners for ‘.‘ sk
promotion on the other websites that :ﬂ
are still included on websites of some
Slovene primary schools and other
websites aimed at children. The banners [ ="
were also published on websites of [ \\
different institutions like Police as well as | """
at the SIO portal, the largest national

The collection
of banners

g 1 ZPS)|
Frojekt izvaja I

,preden objavis!
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e. PROMOTION AT EVENTS AND VARIOUS FAIRS winners of SAFE-SI Award Contest for schools, 12t
. At “Childrens bazaar” fair, cooperation with May 2011 in Cineplex in Ljubljana.
National Awareness Centre SAFE-SI, 9"-12% . At event celebrating World Telecommunicati-on

September 2010. and Information Society Day, 17*" May 2011.

CENTER ZA
VARNEJS! INTERNET

« Nasvet za net was introduced to the students that
attended the presentation sessions. The
promotional materials, key straps and mouse
pads, were also disseminated to them. The
following sessions were held:

- At Biotehnic secondary school, Ljubljana,
November 2010,

- At Economic secondary school, Maribor,
November 2010,

- At Secondary school Veno Pilon, Ajdovscina,
December 2010.

« Promotion to teachers, Secondary Economic
School, Ljubljana, 24" March 2011.

Exhibition place

o Childrens’ parlament, Ljubljana, 21 March

2011 « At Campus of young historians, Prekmurje, 21*

May 2011.

« At the Award Ceremony for the groups of
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f. MEDIA

Promotion at the national radio: Talk show in
programme for children, 2" October 2010.

Commercial TV “Net TV”: Evening programme,
talk show, 18" October 2010.

In newspapers, magazines:

Daily newspaper Vecer, 20" October 2010,

Newspaper for youngsters Plus, 5" August
2011,

Daily newspaper Dolenjski list, 5" August
2011,

Weekly magazine Lisa, 25" August 2011,

Monthly magazine Cosmopolitan, 25™
August 2011,

Weekly magazine Story, 26™ August 2011,
Weekly magazine Lea, 31° August 2011,

Promotion of the project in VIP, the Slovene
Consumers' Association magazine, and on the
website of the Association www.zps.si.

Aktualno na spletnem mestu *Nasvet za net«; www.nasvetzanet.si

® Kako naj ukinem svoj profil na Facebooku?

Na spletnem mestu Masvet za net smo v zadnjem
&asu dobili ve¢ podobnih wprasanj o ukinitvi profila na
Facebooku. Zato objavljamo natanéna navadila, kako
ukiniti svoj prafil.

® Starievski vodnik po Facebaoku

Organizacija »Connect Safely« je pripravila vodnik po
Facebooku za stare. V priro¢niku boste nasli Stevilne

fa ce bOOk _ uporabne nasvete, predstavijen pa je realen pogled

na spletna drufzabna omreZja, njihove prednosti in
slabosti.

Advertisement in magazine VIP

« Furthermore, NASVET ZA NET was also the part of
some media releases at SID 2011 in the following
online news portals:

www.cosmopolitan.si, 2"¥ February 2011,

www.sta.si, 3" February 2011,
www.planet.si, 3" February 2011,

www.dnevnik.si, 3" February 2011,

www.delo.si, 3" February 2011.
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F. SPLETNO OKO

1. WHO ARE WE?

Spletno oko is Slovenian Hotline which enables
Internet users to anonymously report on-line child
sexual abuse images or hate speech. Hotline
Spletno oko was established in September 2006.
However, the possibility of reporting illegal contents
was enabled in March 2007, when technical
platform, webpage
cooperation with Police was re-established.

www.spletno-oko.si and

a. MissSION

To work in partnership with the Police, Prosecutors,
Ombudsman for Human Rights, Advocate of the
Principle of Equality, Internet Service Providers,
Public and other interested governmental and non-
governmental organizations to minimize the
availability of online child sexual abuse images and

hate speech.

b. ROLE

To contribute in minimizing the availability of online
child sexual abuse images and hate speech in
Slovenia and abroad.

c. GOALS

Hotline Spletno oko its mission and role achieves by
realizing the following goals:

« Operating a Hotline to enable the public to report
potentially illegal on-line child sexual abuse
images and hate speech.

« Promoting wider education and awareness on
illegal on-line contents.

« Promoting the possibility of reporting illegal
content to Hotline Spletno oko.
« Fostering public and governmental and non-

governmental organizations to cooperate with
Slovenian Hotline Spletno oko.
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2. SPLETNO OKO WEB PAGE

One of the most significant communication tools
between Hotline and public is web page
www.spletno-oko.si in  Slovenian and English

language. The most important, the site provides
visitors with reporting form for reporting illegal on-
line contents, such as hate speech and child sexual
abuse images. Besides, the site contains relevant
information about Hotline and its activities, actual
news and research regarding illegal on-line
contents, general information on the Internet safety
and also hates speech and child sexual abuse
images’ legal background.

The site provides visitors also with section FAQ,
where visitors can find answers to specific questions
regarding child abuse images, hate speech and also
on the nature of hotline’s work.

Spletno oko website is positioned on first place in
search engines on key words sovrazni govor (eng.

hate speech) and otroska pornografija (eng. Child
abuse images).

éé Spletno Oko

sprejema anonimne prijave
otroske pornografije in
sovraznega govora ha
internetu. 99

SPLETN @ KO

eng

domov o projektu mediji faq

@® Prva stran Ste na internetu naleteli na
vsehino, ki se vam zdi
» Otrogka nezakonita? Ukrepajte zdaj in
pornografija bodite spletno oko tudi vi!

» Sovrasni ali sovraZni govor
govor

« Ostale
nezakonite
vsebine

Novice Aktualno

» Letna porotila

* Varna raba
interneta

» Raziskave,
publikacije,
knjige

« Zgodbe o
uspehu

» Anonimnost

* Podporniki

» Sodelujoti na
projektu

Spletno oko web page (http://www.spletno-oko.si/)
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3. INHOPE

Hotline Spletno oko operates under the auspices of
international organization INHOPE, which was
established within the framework of the European
Commission’s programme ‘EC Safer Internet Action
Plan’ in 1999. Today INHOPE combines 38 Hotlines
around the world, including members from Europe,
Asia, Africa, North America and Australia. With the
aim of achieving an effective response to illegal
content on the Internet, INHOPE organizes regular
Hotline meetings and supports them in their
activities in dealing with reports regarding illegal
content. Efficiency of the organization INHOPE is
shown in sum of all reports, received to all Hotlines

I-Wnrking to make the

internet a saler place

all over the world. Thus, the INHOPE network in the
period between 2004 and 2006 received 900.000
reports, while Hotlines analyzed as a total 1.9 million
reports of allegedly illegal content. 160.000 reports
of all received reports were forwarded to law
enforcement authorities.

Prior to 2010, these statistics were collected and
collated by each Hotline, then reported to INHOPE
on a month by month basis. However, In 2010
INHOPE launched the INHOPE Report Management
System. In 2010 INHOPE Hotlines recorded 24.047
reports to IHRMS relating to web based Child Sexual
Abuse Material.
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4. HATE SPEECH AND CHILD SEXUAL
ABUSE IMAGES FROM SLOVENIAN
LEGAL PERSPECTIVE

a. CHILD SEXUAL ABUSE IMAGES

By Penal Code coming into force in November 2008,
Slovenia has finally met requirements, defined in
Optional Protocol to the Convention on the rights of
the child on the sale of children, child prostitution
and child pornography, Convention on Cybercrime
and Council framework Decision 2004/68/JHA on
combating the sexual exploitation of children and
child pornography. Thus, from 1 November 2008
onwards, Slovenian Penal Code KZ-1 defines a
sentence to imprisonment of between six months and
five years for everyone, who is convicted of production,
distribution and also possession of child sexual abuse
images or their realistic images. Moreover, new Penal
Code KZ-1 has introduced also the possibility of
giving information of already annulled convictions

to pedagogical and educational institutions. This is
possible only in cases of specific sexual offences,
such as sexual assault on a person below fifteen
years of age, violation of sexual integrity by abuse of
specific position and criminal offence of
presentation, manufacture, possession and
distribution of pornographic material.

Legal basis:

The Penal Code of the Republic of Slovenia KZ-1

ARTICLE 176 - PRESENTATION, MANUFACTURE, POSSESSION
AND DISTRIBUTION OF PORNOGRAPHIC MATERIAL.

1. Whoever sells, presents or publicly exhibits
documents, pictures or audiovisual or other
items of a pornographic nature to a person under
15 years of age, enables them to gain access to
these in any other way or shows them a
pornographic performance shall be issued a fine
or sentenced to imprisonment of up to two years.
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. Whoever abuses a minor in order to produce
pictures or audiovisual or other items of a
pornographic nature, or uses him/her in a
pornographic performance, shall be sentenced to
imprisonment of between six months and five
years.

. Whoever produces, distributes, sells, imports,
exports or supplies pornographic material
depicting minors or their realistic images in any
other way, or possesses such material, or
uncovers the identity of minor in such material,
shall be subject to the same sentence.

. If an offence from paragraphs 2 or 3 was
committed within a criminal association for the
commission of such criminal offences, the
perpetrator shall be sentenced to imprisonment
of between one and eight years.

. Pornographic material from paragraphs 2, 3 and
4 of this Article shall be seized or its use disabled
in some other manner.

b. HATE SPEECH

Sentences of imprisonment are defined also for on-
line hate speech perpetrators, who publically incite
hatred, violence, intolerance or inequality towards
specific group of people. It is important to note, that
since 1°* November 2008 besides incitation to racial,
ethnic and religious hatred, dissention or
intolerance, also incitation to other inequality shall
be sentenced to imprisonment for not more than

two vyears in Slovenia. Thus, also hate speech
towards homosexuals or persons with other political
beliefs is defined as criminal offence from 1¢
November 2008 onwards.

Legal basis:

1. The constitution of the Republic of Slovenia

ARTICLE 63: PROHIBITION OF INCITEMENT TO DISCRIMINATION
AND INTOLERANCE AND PROHIBITION OF INCITEMENT TO
VIOLENCE AND WAR.
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Any incitement to national, racial, religious or other
discrimination and the inflaming of national, racial,
religious or other hatred and intolerance are
unconstitutional.

Any incitement to violence and war s
unconstitutional.

2. The penal code of the Republic of Slovenia KZ-1

ARTICLE 297 - PUBLICALLY INCITING HATRED, VIOLENCE AND
INTOLERANCE.

1. Whoever publicly provokes or stirs up ethnic,
racial, religious or other hatred, dissention or
intolerance, or incites to other inequality shall be
sentenced to imprisonment for not more than
two years.

2. Whoever publicly disseminates ideas on the
supremacy of one race over another, assists in
racist activities or denies, reduces the significance
of, deride, approves of or advocates genocide,
holocaust, crime against humanity, war crime,

aggression or other crimes against humanity,
shall be subject to the same sentence.

. If the offence under the preceding paragraphs

has been committed by publication in media,
editor or the person who has acted for editor
shall be sentenced to sentence from first or
second paragraph of this Article, except in the
case of live broadcast when acts from previous
paragraphs have not been able to thwart.

. If the offence under the preceding paragraph has

been committed by coercion, maltreatment,
endangering of security, desecration of national,
ethnic or religious symbols damaging of the
movable property of another, desecration of
monuments or memorial stones or graves, the
perpetrator shall be sentenced to imprisonment
for not more than three years.

. If offences from first or second paragraph of this

Article has been committed by official through
the abuse of his position or rights shall be
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sentenced to imprisonment for not more than
five years.

6. Material and objects bearing messages from the
first paragraph of this Article, and all devices
intended for their manufacture, multiplication
and distribution, shall be confiscated or their use
disabled in an appropriate manner.

5. ILLEGAL ON-LINE CONTENTS IN
SLOVENIA - PROBLEMS AND
TRENDS

The issue of illegal on-line contents in Slovenia is
increasing year by year. The most problematical is
the field of child abuse images, where steep
increase of production, possession or distribution of
pornographic material depicting minors has been
noticed. The number of all investigative cases
related to child sexual abuse images has increased
from 12 cases in 2002° to 91 cases in 2010’
Moreover, according to Police Annual Statistics a

steep increase in cases proceeded to prosecutors
occurred between 2005% and 2008. Namely, there
were 4 cases related to Article 176 of Penal Code PC-
1, forwarded to prosecutors in 2005, while in 2008
this number increased to 56°. However, in 2009 and
2010 the number of preceded cases to prosecutors
decreased to 48 casesin 2009 and to 37 cases in
2010, although it was still rather high regarding the
low country’s population.

Slovenian prosecutors on the field of Internet child
sexual abuse images are confronted with similar
trends. While prosecutors in 2006 dealt with 7
cases'', there were 11 cases in 2007", 23 cases in
2008 and 22 cases in 2009'. However, in 2010%,
the number of cases of child sexual abuse images
dealt by prosecutors decreased to 18 cases. Also,
prosecutors in 2010 filed charges against seven
accused persons, but only in one case Slovenian
Court pronounced sentence, related on production,
distribution, selling, importing, exporting or
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supplying pornographic material depicting minors,
or possession such material for one of stated
reasons. The sentence was suspended.

On the field of hate speech, the number of
investigated cases and cases proceeded to
prosecutors increased tremendously in 2010,
Namely in 2010 Police investigated 66 cases related
to Article 297 of Penal Code PC-1, out of which 28
cases forwarded to prosecutors. In the previous
years, the numbers of all investigated cases of hate
speech and criminal charges were lower. Thus, there
were nine criminal charges related to Article 297 of
Penal Code PC-1 proceeded to prosecutors in year
2009', 13 cases in 20088, eight cases in 2007" 5
criminal charges in 2006* and 8 criminal charges in
20052

6. REPORTS
a. REPORTING AND PROCESSING OF REPORTS

Reporting allegedly illegal contents on www.spletno-
oko.si

Hate speech and child abuse images can be
reported to Hotline Spletno oko by using our on-
line reporting form on www.spletno-oko.si, where

also all information regarding these two forms of
illegal contents are provided. However, despite the
possibility of reporting hate speech and child abuse
images, the reporting form provides user also with
information on where to report other forms of
abuses on the internet, which are not under hotline
remit. Thus, on our reporting form user finds advices
regarding offensive and inappropriate speech,
grooming and abuse in social networks, network
security incident and abuse of personal data on
internet, adult pornography, accessible to children,
spam, and cyber bulling. Users have also the
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possibility to receive feedback on their report of
child abuse images or hate speech. Moreover, they
can also contact hotline directly from reporting
form, if they have any additional questions.

Prijava domnevno nezakonite vsebine

Prijaviti Zefim:

O domnevno otrosko pornografijo

® domnevni sovraZni govor

O drugo SavraEnd gowar, ki se pregania po Kazenskerm zakoniiu H2-1,
Je:
O VESLFSNO favno poZivanje k sovradhil, nasiiiu ali
hestionost], kI temelii na nharodnostner,
rasnen, verskern alil druger sovradhed ali
snodbua kK drigl neenalopravnosts, In sicer na
natin, Iz katerada je Fazvicdno nametno
povZiotanie sovradhea In je prisolng veretnost,
da b gavar powzralil defanakl dogaciel :I

o favho Sifenfe ideje o velvrednast ene rase nad
drugo 3l daje kakrsnokall pomod prl rasishitnl
dejavnosti #if Zanikanie, ZmanjEevanje
pomana, adobravanie, omalovaZevanie,
smedenje ali Zagovarianje genocida,
holokavsta, hudodelshia zopes Sloved nost
viafnega hudodalstva, agrasife ail drugih
kaznivit clefand zoper flovednost.

ChrazioZitve posarmezr|
pojashitvenit oblackih,
posamezno kategorijo,

Ce ste v cvornih, 3l je vaelina, kijo priaviiate, sovraZni govor,
prevetite e opclio Zalilvheprimearen govor, ki jo nafdete pod
feategorio 'drugo’

Prijaviti Zefim:

O domnevno otrosko pornografijo

O domnevni sovraZni govor

@® drugo
O Zaljivineprimeren govor
O nagovarjanje mladoletne osebe z namenom spalnega

zlorabljanja (Grooming)

O zloraba na socialnem omredju {(npr. Facebook, Metlog,itd.)
O omredni incident 0z, varnostna groZnja
( sum zlorabe osebnih podatkov na intemetu
(O odrasla pornografija v medijih, dostopna otrokom
O nedovoljen spam
O spletno ustrahovanje (Cyberbulling)
(O spodbujanje k neprimememufEkodljivemu vedenju

O ni€ od nastetega - pigite nam

ObrazioZitve posameznih kategor] ziorab na internetu, & 50 podane v
pojasnitvenih oblackin, so nameniene zgol] laZlemu razumevaniu, kaj sodi v
posamezno kategarijo, in he predstaviiajo interpretaciie zakonodaje,

Nasledniji korak » ]

Reporting form on www.spletno-oko.si
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Reporting hate speech on web portals

Since January 2011 users can report hate speech to
Spletno oko also via reporting form on six web
portals. Namely, by signing Memorandum of
understaning for hate speech regulation on web
portals these web portals decided to work in
partnership with hotline on the field of hate speech.
Thus, users have the possibility to report hate
speech on particular web page to hotline and also
to moderator of this web portal.

[ Zapri okno

Gumb 'Prijavi sovraZni govor' je znak sodelovanja med prijavno tocko Spletno oko in portalom. Vse prijave so anonimne.
Prijava domnevno nezakonite veebine bo posredovana prijavid todki Spletno oko in upraviteliu portala. Upraviteli portala bo prijaviiena
vsebino pregiedal, ter jo v primeru kriitve pravil uporabe portala odstranil, Prav tako bodo prijavijeno vsebina pregledali na Spletnem

ofesw, ter jo, v kalikor ba prijavijena vsebina veebovalz elermente kaznivega dejania po , posredovall paficiii.

Uporabnigko ime kritelja (Na primer: Janez Hudogovornik)

Daturn in ura poslanega komentara: | dd.mm.ll uu:mm (Na primer: 19.01 2010 ob 16:33)

Wsehina komentarja (kopiraj in prilepi).

®javno spodbuja k narodnostnemu, rasnemu, verskemu ali drugemnu sovrastu, razdoru ali nestronosti, ali spodbuja k drugi
neenakopravnosti, in sicer na nacin, s katerim pisec jasno izraza svoje naklepe zoper doloc¢eno skupine ljudi
Ojawno &iri ideje o vedvrednosti ene rase nad drugo ali daje kakrénokali pormoé pri rasistiéni dejavnosti

Ozamka, zmanjsuje pomen, odobrava, omalovaZuje, smesi ali zagovarja genocid, holokavst, hudodelstvo zoper éloveénost, vojno
hudadelstra, agresijo ali druga kazniva dejanja zoper élaveénost

[ Popas PRiavO | SPLETN(@'KO

Reporting form on web portals

Processing of reports

Processing of reports depends on the fact if the
reported content is allegedly hate speech or child
abuse image.

Processing the reports on child abuse images

The first step of report processing is to estimate
whether the reported content violates Article 176
PC-1. In case of assessed reported content as illegal,
content analyzers attempt to locate the host, e.g.
the server, where the illegal content is located.

If the server is located in Slovenia, analyzers
forward the report to Slovenian Police, where the
report is further investigated. In case that Police
confirms the illegality of the reported content, they
inform Hotline about the status of the report and
give the Hotline the permission to notify relevant
ISP about the allegedly illegal content. Afterwards,
Hotline steps in contact with Internet Host provider
and notifies them about illegal content on their
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server. Each report to an ISP is solely informative.
The ISP has to decide for himself how to react to the
content.

If the server is located outside Slovenia, a report
of illegal content is sent to Slovenian Police and to
INHOPE URL Reports Management System, which
assures that the report is processed by the Hotline
in the country, where suspected illegal content is
based. The partner Hotline then commences their
own procedures in accordance with their legislation
and reporting procedures.

Report

The flow of processieg
1
the reports of g
child abuse

images
H Server Sdrwdr
(received on oot icsadin focted
www.spletno-

oko.si) n

Legal

Processing of reports on hate speech

The first step of report processing is to estimate
whether the reported content violates Article 176
PC-1. In case of assessed reported content as illegal,
content analyzers attempt to locate the host, e.g.
the server, where the illegal content is located. After
that, content analysts forward the report to police.
All reports of hate speech are at hotline Spletno oko
processed in the same way, regardless by which
reporting forms have been forwarded to the hotline.

@ PRIJAVI
sovraZni govor
ALLEGEDLY INAPPROPRIATE ALLEGEDLY ILLEGAL
CONTENT CONTENT

MODERATOR OF WEB
PORTAL

.
/

MODERATOR OF WEB
PORTAL
ROPRIATE
c

INAPPROPRIATE ALLEGEDLY ILLEGAL
CONTENT | | CONTENT

LLLLL ALLEGEDLY LEGAL
ONTENT ILLEGAL CONTENT CONTENT
\ / l 9
ot
CONTENT NOT PN
REMOVED

The flow of the reports of hate speech
(received by form on web portals)

SPLETN(@)KO

o TN

CONTENT NOT
REMOVED




Deskaj varno

SPLETN @ KO

b. STATISTICS AND TRENDS OF REPORTS RECIEVED TO SPLETNO OKO

In the whole period of Hotline's operation (March 2007 — August 2011), Spletno oko received 6.104 reports of
allegedly illegal content on the Internet, what is an average of 113 reports per month. In these 54 months of
the project duration 1.029 reports were handed to Police and 687 reports were forwarded to other INHOPE

members.

Below are statistics, referring to the period since the start of a new project round in September 2010 to August

2011.
Picture 1: Number of received reports on www.spletno-oko.si
(N=3497)
600 546
g 500 437 431
@ 361
5 400 314 327313 305
% 300 238
€
= 200 127
[=]
¢ 100 39 54
=
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O b & . M e 2 S
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SRR C
'Sga \1;:‘

Month

Picture 1: Most reports (546)
were received in December 2011,
due to starting cooperation with
web portals and the possibility to
report hate speech by reporting
form on web portals. In last year
of the project we have received
3.497 reports of allegedly illegal
content on the Internet, what is
an average of 291 reports per
month.
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Picture 2: Number of received reports on www.spletno-oko.si

regarding type of content (N= 3497)
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® Child abuse images  ® Hatespeech  m Other

&

. '~.

Picture 2: In last 12 months we
have received 612 reports of
child abuse images, 2.737
reports of hate speech and 148
reports of other content.

Comparison  between the
periods September 2009 -
August 2010 (“period 1”) and
September 2010 - August 2011
(“period 2") shows the increase
of reported child abuse images
for approximately 24% per
month (from an average of 39

reports to 51 reports per month). Bigger increase is present in reports of hate speech - from an average of 31

per month to an average of 228 reports per month, which is 735% increase of reported hate speech per month.
The reason for huge increase of hate speech reports is in easier handling of hate speech reports via web portals

as well as in wider awareness in of existence of hotline.
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Picture 3: All the received reports were processed by Spletno oko content analysts, who then decided whether

the content is allegedly illegal Picture 3: Number of allegedly illegal reports forwarded to Police

or not. Some reports could not (N=308)
be checked, since the web = P
, £ a0 a1
pages were not available or g 35 37
required payment. In the entire E:D 30 F—920—g’ 33
[-T] .

reporting period the content = iz 24 5

. 5 : 19
analyzers in 308 cases assessed E., 15 - 16
that the reported content was ":E 0 i

. 5
allegedly illegal and forwarded 2 .
them tco the Police (that is & & @ﬁé . ¢ & & N S &
approximately 26 reports per & é@“ Qecf— oﬁf’ﬁ & + ¥

L& ")

month). & S iatt

The highest number of reports,

95, was sent to the Police in May 2011. The comparison between the period 1 and period 2 shows 11% increase
of reports, forwarded to Police; while in period 1 the average of 23 reports per month were forwarded to Police,
in period 2 this number is 26 reports per month.
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Picture 4: All the reports that
have been assessed by content

Picture 4: Share of reports forwarded to Police (N=308)

w 100% -
5 a0 analyzers as allegedly illegal
5 1% have been handed over to the
S |
% o Police. Reports, for which it was
® 30% ;
= ou assessed that the content is
$ 10% 1 located on foreign servers in
o « £ N > e X countries that are members of
'\?N écé éo.ve e,éce, "b@ Gé“- o éa* ?Qb @@‘-\ 0 g 3 ﬁ;’
& & & & w INHOPE network, were also
& N .
;Jaﬁ‘e' v Month automatically sent to INHOPE
URL Reports Management
B Reports with no allegedly illegal content B Allegedly illegal reports

System.

In the whole reporting period there were 187 reports, forwarded to INHOPE URL Reports Management System.
Slovenian Hotline Spletno oko did not receive any report from other INHOPE member. In the whole period of
the project duration, since March 2007 Slovenian Hotline forwarded 687 reports of allegedly illegal content to
other INHOPE members and received two reports from other INHOPE member.
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Picture 5: Structure of hate speech and child abuse images' . .
reports forwarded to Police (reports 'other’ excluded) (N=304) Picture 5: The structure of the reports which

were assessed as allegedly illegal shows that

100%

gﬁ of all reports forwarded to the Police, reports
70% on child sexual abuse images were in
fﬁ majority. In the entire reporting period the
30% content analyzers handed to the Police 202
iﬁ reports of child abuse images and 102
0%

reports of alleged hate speech.

Mo, of reports
(=]
E

] "3 ] 2
(PN <}° z& ézs o ..e"’ @@é\ ?S\P & \Q’ ¢$b
< o s o # & v
& R
eF’QL 5 month
| mcChildabuse images m Hate speech | Picture 6: Where have reporting persons found allegedly illegal

content (in the period September 2010 - August 2011)

B Web page

B News groups

H e-mail
Picture 6: Most of reported allegedly illegal content —
was found while browsing on the web pages and = IRC

Internet forums. ® Direct commun.
B Social network

® Other
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Picture 7: Child abuse images and , '**
5 80%

hate speech were mostly found on & et
web pages, while ‘other’ content was g 40%
mostly found on web pages and social 5§ 20%
0%

networks.

W Reported as child abuse images

Picture 8: Location of servers with allegedly illegal content
(period September 2010- August 2011, N=304)

Ukraine
6%

Russia
2%

Picture 7: Reports regarding type of content (in the period
September 2010 - August 2011)

Social Other

network

Direct
commun,

Mews e-mail Forums

groups

Web page

internet service

B Reported as Hate speech B Reported as Other

Picture 8: The majority of the allegedly illegal content
(according to content analyzers of Spletno oko) was present on
American servers (40 % of all reports — in 109 cases there were
child abuse images and in 22 cases allegedly hate speech), the
next are servers in Slovenia (28% of all reports—in 5 cases there
were child abuse images and in 85 cases allegedly hate
speech), Netherlands (12% of all reports), Ukraine (6 % of all
reports) and Russia (2%). All illegal content on foreign servers
was forwarded also to local INHOPE Hotlines.
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7. COOPERATIONS
a. COOPERATION WITH POLICE

Slovenian Hotline Spletno oko works in
collaboration with Slovenian Police from its very
beginning. Our cooperation was officially confirmed
on 12" February 2007, when Hotline Spletno oko
and Slovenian Police signed Operational Procedures
Manual and thus defined guidelines for processing
reports. Cooperation between Police and Hotline
Spletno oko is based on several joint activities and
support on the field of illegal content on the

internet.

In addition to core Police support with investigating
reports they receive from hotline Spletno oko and
informing Hotline about the status of investigated
reports, Police actively cooperate with Spletno oko
also on other fields, such as establishing
cooperation with ISPs, dealing with reports hosted
on Slovenian servers, consultation on legal

questions, active participation at the meetings
organized by Hotline and INHOPE, help with
organization of different events, and consultation
on individual cases. Thus, in 2010 the representative
from Police took active part at the Event on signing
Memorandum of understanding for hate speech
regulation, which was held on 14" December 2010.
Mr Albert Cernigoj from Counterterrorism and
Extreme Violence Section at the general Police
Directorate had a short speech on necessity of civil
society participation in hate speech regulation as
well as on good
cooperation |
between police |

and hotline.

Mr Albert =5
Cernigoj from —,
General Police
Directorate had %z A
a speech at the Event on signing Memorandum of
understanding for hate speech regulation
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Moreover, representatives from Counterterrorism
and Extreme Violence Section at the General Police
Directorate participated also at two meetings of
Advisory Board for hate speech regulation on web
portals and at meeting of working group Spletno
oko. Morever, Ms Tatjana Musi¢, head of Juvenile
Crime Section at the General Police Directorate, took
part at the Inhope Industry & Lea conference on 4"
and 5" November in Amsterdam.

b. COOPERATION WITH THE OFFICE OF THE
STATE PROSECUTOR GENERAL

The Office of State Prosecutor General of the
Republic of Slovenia and Hotline Spletno oko
closely cooperate on the field of consultation on
legal questions, on the field of status of reports and
on the field of hate speech issues. They are very
cooperative on events organized by hotline Spletno
oko.

Mr AleS Butala, Supreme State Prosecutor,
participated as speaker on Event on signing
Memorandum of Understanding for hate speech
regulation on internet, which was held on 14"
December 2010. At the event, he spoke about the
importance of preventive mechanisms in fighting
hate speech on the internet, while repressive
instruments can be used only in extreme cases. “Not
only the repression, but also the prevention,
education and awareness has to be combined goal
of all efforts in flghtmg onllne hate speech’, added
Mr Butala. N

Mr Ales Butala,
Supreme State §
Prosecutor,
participated as LA
speaker on Event on signing Memorandum of
Understanding for hate speech regulation on internet
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He also participated at round table “Ethical
behaviour online”, which was as opening event for
Safer Internet Day organized by Safer Internet
Centre Slovenia on 2" February 2011.

Mr Gregor Pirjevec, the prosecutor from State
Prosecutor Office General, is active member of
Advisory Board for hate speech regulation on web
portals and cooperative on all other hotline’s
activities regarding hate speech on the internet. In
year 2010/2011 Mr Gregor Pirjevec participated at
two meetings of Advisory Board for hate speech
regulation on web portals. Also, he was main
lecturer on the seminar for moderators on web
portals, which was held on 26" January 2011.

c. COOPERATION WITH SLOVENIAN INTERNET
SERVICE PROVIDERS (ISPs)

According to the nature of Hotline’s work, the
importance of its cooperation with Internet Service
Providers in fighting against child sexual abuse

images is essential. In the first project round in years
2006-2008 Spletno oko collaborated with Slovene
Internet Service Provider Association (SISPA),
which unfortunately didn't bring expected results.
In the second project round in years 2008 - 2010
Spletno oko thus established cooperation with
Academic and Research Network of Slovenia
(ARNES), which has proved as successful stroke.
Besides regular meetings and opinion exchanges,
ARNES provides Spletno oko with needful help in
the process of reestablishment the cooperation with
other Internet Service Providers. Namely, in last two
years Spletno oko in cooperation with Police and
ARNES strives to establish successful partnership
with Slovenian Internet Service providers on the
field of report processing, experience exchanging
and advertising the fight against child sexual abuse
material. According to achieve this aim, Spletno oko
has especially for ISPs prepared Study of legal and
other content aspects of Internet use, performed
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induction appointments, endeavoured to establish
triple cooperation between Spletno oko, Police and
ISPs, and organized meeting with ISPs and other
Hotline’s stakeholders in 2009. Moreover, in March
2010 another meeting with ISPs was carried out and
was organized with our project partner ARNES. The
aim of the meeting, which was attended by
representatives of all biggest ISPs, was to discuss the
possibilities of Slovene Internet Service Provider
Association re-establishment. Also, legal changes,
which affected the work of ISPs, were discussed. In
2011, the strongest cooperation with ISPs was
regarding the reports of allegedly child abuse
images on their servers. They were notified about
the potentially illegal content and advised to
remove it.

8. EVENTS ORGANIZED BY SPLETNO
OKO

a. MEMORANDUM OF UNDERSTANDING FOR HATE
SPEECH REGULATION ON WEB PORTALS,
14™ DECEMBER 2010

Slovenian hotline Spletno oko and six biggest web
media in Slovenia have signed a Memorandum of
understanding for hate speech regulation on the
internet. By signing the memorandum, web portals
have agreed to cooperate with Spletno oko and
implement guidelines defined in memorandum.
Besides the obligatory registration and moderation
of comments written by users, the web portals also
implemented blocking system for repeated violators
and placed the report button on web portals, which
enables users to report hate speech directly to
Spletno oko and moderator of the portal. Most
importantly, by signing Memorandum  of
understanding a task group for hate speech
regulation has been established, which aims to
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define guidelines for hate speech regulation on web
portals in the future.

The event organized by Spletno oko to celebrate the
beginning of collaboration between hotline and six
biggest media in Slovenia, was attended by many
journalists and got great reputation in the country.
Moreover, many discussions on the boundaries
between regulation of hate speech on one side and
freedom of speech on the other side have been
opened in e | -

the week | ‘
after the
event.

Six editors of web media portals are signing
Memorandum of Understanding for hate speech
regulation on web portals

b. HATE CRIME ON INTERNET’: SEMINAR ABOUT
HATE SPEECH ON WEB PORTALS, LJUBLJANA,
26™ MARCH 2010

Hotline organized half day seminar for moderators
on web portals on hate speech moderation. The title
of the seminar was ‘Hate Crime on internet’ and was
held on 26™ January 2011. The lecturers were Mr
Ales Zavrsnik, Phd form Institute of Criminology at
the Faculty of Law Ljubljana, Mr Gregor Pirjevec
from the Office of the State Prosecutor Office
General, and Mr Bostjan Berci¢, Phd from Institute
for economics, law and informatics. The seminar was
attended by moderators of several web portals and
representatives from the Office of Human Rights
Ombudsman. The discussed topics of the seminar
were as follows:

« Hate crime and hate speech: American, European
and Slovenian fight against hate crime on the
internet  (Mr Ale$S Zavrdnik, Institute of
Criminology at the Faculty of Law Ljubljana)
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« Crimes on web portals with practical cases (Mr
Gregor Pirjevec, Office of the State Prosecutor
Office General)

« Dilemmas of moderating user generated content
(Mr BoStjan Berci¢, Institute for economics, law
and informatics)

c. ROUND TABLE “ETHICAL BEHAVIOUR ONLINE", 2"°
FEBRUARY 2011

Round table “Ethical behaviour online” hotline
organized in cooperation with awareness centre
SAFE-SI to celebrate Safer internet day 2011. We
have invited many prominent speakers to this event:
Deputy Ombudsman Jernej Rovsek, High State
Prosecutor Ale$ Butala, Internet and online media
experts Miso Alkalaj, editors of two largest media
portals Sasa Mrak and Sonja Merljak Zdovc, privacy
expert Benjamin Lesjak and youth panel
representative Luka Ivartnik. This event was

attended by more than 70 participants, including 10

journalists. The topic of the round table discussion
was the issue of hate speech online and the
importance of raising awareness of children and
teenagers but also adult users about ethical and
responsible behaviour online. The main results of
the discussion are 9 guidelines for ethical behaviour
online.

Participants at Round table “Ethical behaviour
online” on SID celebration 2011
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9. PROMOTION OF HOTLINE SPLETNO
OKO

We are aware how important good promotion is for
success of Hotline Spletno oko; more people know
about Spletno oko, more possibilities exist that
found illegal content will be reported and thus
further investigated. Thus we promote the Hotline
through several advertising tools and means, such
as distributing bookmarks, posters, leaflets, and
pancils, and performing banners and logotypes on
web pages with high rates of visiting.

Also, some press releases, interviews and
presentations on Hotline Spletno oko have been
given to media and articles on hate speech have
been published in few publications.

Reporting button "Prijavi >
sovrazni govor", which r) PRliJI'AVI

appears on six media
portals and enables users to report hate speech

SPLETN @ KO | 2 merree [ i commscn
Ne Zelim, da javni
pozivi k nasilju in

Ne predstavljam si, nestrpnosti postanejo
da bi bili moji otroci realnost in nas

na tistih posnetkih. vsakdan. Prijavil sem
Prijavila sem na na Spletno oko.
Spletno oko.

Prijavi sovrazni govor ali otroska
pornografijo na www.spletno-oko.si
tudi TI!

Posters, disseminated in all Slovenian libraries

[R—————
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Bookmarks, distributed
to all Slovenian
libraries for general
users and students at

2l the Slovenian faculties

Banners Spletno oko, performed on
various web pages

“ \etel na
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Proizvodnja in distribucija otroske
pornografije trenutno ena izmed najbolj

a\,\ ol
aletel na mi\lﬂ-
hitro rastotih internetnih industrij v E‘ov‘-alm qﬂ\mT . “ﬁ‘“ug

« Otroci vidjuZeni v kar 20% internetnih pornograf- a\ 0“05 0
skin vsebin po‘ “Ogtat'“o

- Stevilo strani z otreike pornografijo v Evropi se
je wzadnjih patih letih povetalo za kar Etirikrat

« Stevilo kaznivih dejanj zoper otro3ka pornografije
naradZa tudi v Sloveniji - leta 2007 policia viaZila
kar 31 kazenskih avadb zoper KO otrozke inter-
netne pornografije

+ Spletna prijavna totka Spletno oko od zaletka
delovanja skupno zabelefila okoli 1100 priav
domnevno nezakonite vsebine

prijavi na
S o A P www.spletno-oko.si

«+ Primerjava med letoma 2007 in 2008 kafe na:
-97% poveEanje &teils prijav otroZke parno

grafije na prijavno spletno totko
-150% poveZanje Stevila prijav, posredvanih
policiji

Trancatinwhnoiogie

partneriems, Tuez poedniion Sicunije i Arnesem
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Leaflets, distributed on conferences and other
relevant events

Spletno oko
promotional pens
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G. PROJECT ADVISORY BOARD

Cooperation at the national level with all relevant
stakeholders goes in many different directions. Our
Centre has built a strong network of national
stakeholders consisting of institutions representing
the majority of entities associated with the topic of
safer internet use in Slovenia.

We estimate that the strategy of a broad (all-
inclusive) Advisory Board and number of smaller
working groups is optimal for the specific Slovenian
environment and will further expand our
cooperation with all stakeholders.

In the last year the Advisory Board members met at
two occasions, on 24" November 2010 and on 27t
May 2011.

Current members in Advisory Board (31.8.2011):

Governmental bodies

« Directorate for the Information Society - Ministry
of Higher Education, Science and Technology

« Office of the Human Rights Ombudsman
« Ministry of Education and Sport
« Office of the Information Commissioner

o Post and Electronic Communication Agency of
the Republic of Slovenia

o General Police Directorate

« The Office of the State Prosecutor General of the
Republic of Slovenia

Media
« RTV Slovenia
Non-governmental organisations:

« MISSS (Youth informative Counselling Centre of
Slovenia)

« The Club of the Youth for the Creativity
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« White Circle Association
« ZPMS (Association of Friends of Youth Slovenia)
« UNICEF Slovenia

National project:
« E-education project

Experts:

« Dr. Marko Holbl, University of Maribor, the Faculty
of Electrical Engineering and Computer Sciences

o dr. Bojana Lobe, researcher (EuKidsOnline
project), Faculty of Social Sciences

« mag. Dulijana Jurici¢, Primary school teacher

o dr. Ale$ Zavrdnik, Institute of Criminology at the
Faculty of Law Ljubljana

« mag. Danijela Frangez, Faculty of Criminal Justice
and Security, University of Maribor

« mag. Benjamin Lesjak, Faculty of Law, University
of Maribor

Companies:
« Microsoft Slovenia
« Naijdi.si (Slovenian Search Engine),

o Telemach d.d.

Association:

« SISPA (Slovene Internet Service
Association) at Chamber of Commerce and

Provider

Industry of Slovenia
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H. THE ROAD AHEAD

The Centre for Safer Internet Slovenia is a central
point in the country for the Internet safety issues. In
the following years the Centre will continue its
mission of raising awareness and fighting against
illegal online content along with the active
contribution to the objectives of Safer Internet
Programme by intense involvement in the activities
national and worldwide.

The competence and reputation obtained in the
past six years will be further exploited in order to
fulfil the mission entirely. We will strive for:

o The further development and implementation
(with other stakeholders) of the training network
system for educating target groups in schools.

« An improved online presence through the
Centre’'s comprehensive  website, social

networking sites (e.g. Facebook) and other
content-based alliances.

Production of printed and online awareness-
raising activities and resources for each target
group and dissemination through all relevant
offline and online channels.

Implementing the concept of a large Advisory
Board covering all key national stakeholders,
while at the same time expanding and
strengthening the operational activities of the
Working Groups.

The increased visibility and full integration of
online safety topics in the existing national
helpline TOM TELEFON.

Maintaining the status achieved that Slovenia is a
country where child abuse images are not hosted.

Active involvement in activities to reduce hate
speech on the Slovenian web.
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« Proactive lobbying for the faster adoption,
ratification and harmonisation of national I. FURTHER INFORMATION
legislation in the area of child abuse images and
hate speech.

. : i Contacts:
o Active cooperation and synergy with other
projects, Centres in the European networks and - prof. dr. Vasja Vehovar, project leader,
non-EU countries in the Balkan region. University of Ljubljana, Faculty of Social

Sciences, e-mail address:
vasja.vehovar@quest.arnes.si.

. Tanja Sterk, SAFE-SI project coordinator,
University of Ljubljana, Faculty of Social
Sciences, e-mail address: tanja@ris.org.

« Lija Miheli¢, SPLETNO OKO project coordinator,
University of Ljubljana, Faculty of Social
Sciences, e-mail address: lija@ris.org.

« Ursa Smid Bozi¢evié¢, NASVET ZA NET project
coordinator, Slovenian Consumers’ Association,
e-mail address: ursa.smid@zps.si.




SPLETN{@ KO

Deskaj varno

SOURCES

1. http://ec.europa.eu/information society/activities/sip/policy/programme/index _en.htm

2. Usage of information and communication technologies in households and by individuals, detailed data, Slovenia,
2010 - final data, accessible at: http://www.stat.si/eng/novica prikazi.aspx?id=3604 (15.3.2011)

3. Few Parents in Slovenia Follow Children's Use of Internet, accessible at: http://www.sta.si/vest.php?s=s&id=1595473

4. Accessible at: http://www.safe.si/db/6/2385//Vecina Slovencev bi otrokom omejila neprimerne vsebine na
spletu_in_mobilcih/

5. Internetin everyday life of Slovenian children and youth, accessible at: http://www.safe.si/uploadi/
editor/1297947005MLADINANETU porocilo.pdf

http://www.policija.si/images/stories/DelovnaPodrocja/Kriminaliteta/Statistika/PDF/delo-krim2002.pdf

http://www.policija.si/images/stories/DelovnaPodrocja/Kriminaliteta/Statistika/PDF/delo-krim2010.pdf

Statistical data in txt form; kd2005.zip. Available on http://www.policija.si/index.php/statistika/kriminaliteta

© © N o

Statistical data in txt form; kd2008.zip. Available on http://www.policija.si/index.php/statistika/kriminaliteta

10. Statistical data in txt form; kd2009.zip. Available on http://www.policija.si/index.php/statistika/kriminaliteta

11. http://www.dt-rs.si/documents/Letno porocilo 06.pdf
12. http://www.dt-rs.si/documents/Letno  POROCILO 2007 24.pdf
13. http://www.dt-rs.si/documents/POROCILO-2008-koncna8.pdf

14. http://www.dt-rs.si/uploads/documents/letno%20porocilo/POROCILO-2009.pdf




Deskaj varno

SPLETN{@ KO

15.
16.
17.
18.
19.
20.
21.

http://www.dt-rs.si/uploads/documents/letho%20porocilo/POROCILO-2010-koncno lll.pdf

http://www.policija.si/images/stories/DelovnaPodrocja/Kriminaliteta/Statistika/PDF/delo-krim2010.pdf

Statistical data in txt form; kd2009.zip. Available on http://www.policija.si/index.php/statistika/kriminaliteta

Statistical data in txt form; kd2008.zip. Available on http://www.policija.si/index.php/statistika/kriminaliteta

Statistical data in txt form; kd2007.zip. Available on http://www.policija.si/index.php/statistika/kriminaliteta

Statistical data in txt form; kd2006.zip. Available on http://www.policija.si/index.php/statistika/kriminaliteta

Statistical data in txt form; kd2005.zip. Available on http://www.policija.si/index.php/statistika/kriminaliteta




SAFER INTERNET CENTRE SLOVENIA IS CO-FINANCED BY:

"

EUROPEAN COMMISSION REPUBLIKA SLOVENIJA
MINISTRSTVO ZA VISOKO EDI.ST\I"D.

INANOST IN TEHNOLOGIUO

and supported by:

insfe




